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Abstract— The increase in the application of Internet of 

Things has increased the demand on cryptographic 

primitives that provide strong security and can be 

implemented on stringent hardware and resource 

constrained devices. This paper proposes Chakra-3, a 

new lightweight block cipher, which is specifically 

targeted at resource-constrained systems. Chakra-3 is a 

Feistel structure based block cipher, in which the same 

encryption and decryption structures are used and 

complex implementing the approach is minimized. The 

cipher is of 64-bit data block having the 256-bit secret key 

and runs 8 rounds of this cipher as an effective 

compromise between security and efficiency. The 

lightweight logical operations, compact substitution 

mechanisms, and regulated bit permutation are used in 

each round to increase the confusion and diffusion and 

reduce the hardware overhead. CMOS Hardware 

synthesis using GPDK 90nm technology node shows that 

Chakra-3 requires about 1100 gate equivalents with a 

peak operating frequency of about 120 MHz and a 

throughput of about 1 Gbps. Security analysis shows that 

the cipher has a large avalanche effect, with almost half 

the bits changing on a single bit input change, and passed 

NIST standard statistical tests of randomness. These 

findings demonstrate that Chakra-3 offers high-

performance low-area cryptography implementation that 

can be used in secure communications in IoT and 

embedded systems. 

 
Keywords— Block Cipher, Cryptography, ASIC, Hardware 

Security, Image Encryption   

I. INTRODUCTION AND RELATED WORKS  

The Internet of Things is a pervasive network based on the 
network of various physical entities like vehicles, devices, 
appliances, etc. which are embedded with the help of sensors, 
software, etc. which ensures connectivity and seamless data 
exchange across these entities. IoT devices (like actuators, 
sensors, processing software, etc.) which are used for 
exchanging data over the internet. They can be either rich in 

resources or resource constraint like barcodes, infrared 
sensors, Radio Frequency Identification (RFID) tags, etc. 
With the dawn of 5G (fifth generation) along with Artificial 
Intelligence (AI), the applications of Internet of Things (IoT) 
have tremendously evolved into various fields like smart 
healthcare system, smart cards, smart cities, smart 
agricultural systems, smart logistics, intelligent transport 
system, etc.  
In the past decade numerous lightweight cryptographic block 
ciphers have been proposed and developed like DRCipher 
[6], IoVCipher [7], HDLBC [8], LELBC [9], IVLBC [10], 
SCENERY [11], SAND [12], Shadow [13], ACT [14], Loong 
[15], SFN [16], CHAM [17], PICO [18], Midori [19], HISEC 
[20], Halka [21], I-PRESENT [22], PRINCE [23], TWINE 
[24], KLEIN [25], LBlock [26], LED [27], etc. Some of these 
existing lightweight block ciphers can be implemented in 
hardware whereas some in software and few can be 
implemented in both hardware and software. The emergence 
of these various lightweight block ciphers has been gaining 
remarkable recognition in academia, industry and 
government ever since. There are two ground structures:  
Substitution-Permutation Network (SPN) and Feistel 
Network (FN) both of which are primarily used while making 
Lightweight Block Ciphers. The encryption and decryption 
algorithms in SPN are different. While the confusion and 
diffusion efficiency is excellent in SPN making them highly 
resistant to differential and linear cryptanalysis, some 
disadvantages still remain. The decryption process demands 
the inverse of the s-box and permutation layer which are 
usually computationally more complex and expensive. In this 
paper, a novel Lightweight Block Cipher, Chakra-3 has been 
proposed. It is based on the Feistel Network (FN) structure 
making it highly suitable for resource-constrained devices. 
Chakra-3 has a block size of 64 bits and the key size of 256 
bits. It undergoes 8 iterative round transformations. The main 
module is Feistel-based. Therefore, the 64 bits input block is 
first divided into two equal blocks of size 32 bits each. Round 
operations performed on each of these blocks include XOR 
operations with the subkeys and F Block. Furthermore, the 
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round transformation is followed by Bit Jumbling which in 
turn increases the confusion. The area constraint of 
Lightweight Block Cipher is up to 3000GE. Chakra-3 
consumes 1097.86 GE (gate equivalents) in area on 90nm 
technology making it lightweight in nature. It has passes 
NIST tests and exhibits strong Avalanche effect. 
Over the past decade the need for the use of resource-
constrained devices has tremendously increased as 
mentioned earlier thereby increasing the need for better 
protection and security of data against breaches and theft. 
Consequently, the need for Lightweight Encryption 
algorithms has risen enormously. In the recent years several 
Lightweight Block Ciphers have been developed who find 
their application in various fields. For example, DRCipher [6] 
with a block size of 64 bits adopts GFN structure presenting 
a pseudo-random dynamic round algorithm and is highly 
secure against differential, algebraic and linear cryptanalysis 
but provides no information regarding the throughput and 
latency of the cipher which is very essential for determining 
the efficiency of the cipher. IoVCipher [7], applicable in the 
autonomous vehicle market, ensures the security of micro 
devices on the CAN bus system and uses the extended MISTI 
structure provides an effectively balanced low latency but the 
equivalent gate area appears to be higher than the range 
suitable for lightweight block ciphers. HDLBC [8] proposed 
by Li et al. overcomes the difficulty of changing only half of 
the plaintexts after each iteration thereby achieving a trade-
off between high diffusivity and hardware resources. Though 
it is proven to be secure against several cryptanalytic attacks 
it lacks any information about the time delay, power and 
throughput. LELBC [9], a low energy lightweight block 
cipher which finds its application in smart agriculture. The 
implementation of a novel Permutation-Substitution-
Permutation (PSP) structure and a 4-bit low energy s-box has 
contributed in achieving a low energy and gate area 
equivalent. However, the power, throughput and time delay 
of the cipher have not been provided. IVLBC [10], a SPN 
based involutive lightweight block cipher has proposed a 
Feistel with tree structure and a nibble-based involutive 
permutation. It provides high diffusion and is also resistant 
against various security attacks. However, it lacks any details 
on the power and delay. SCENERY [11] is a Feistel-based 
cipher which provides both hardware implementation on 
0.18µm CMOS as well as software implementation on 8-b 
microcontrollers. Although it’s resistance against some 
cryptanalytic attacks has been given, no data regarding the 
cipher’s reliability against side channel attacks (SCAs) has 
been given.  

II. PROPOSED BLOCK CIPHER ARCHITECTURE 

In this section the overall architecture of the Chakra-3 is 
elaborated. The proposed Algorithm is a Feistel structure in 
which the main block of plain text is divided into two equal 
sub-parts and then the various operations is carried on. It is 
also a symmetric encryption algorithm it means it requires 
only a single key to encrypt and decrypt the data. This 
architecture demonstrates the proper bit randomization using 
different types of operation. The proposed architecture has 8 
iterations with 64-bit of plaintext, 32-bit of subkey and based 
on plaintext the ciphertext is also of 64-bit. 

A. Main Algorithm 

The more detailed architecture of the Chakra-3 can be 
obtained by investigating the internal structure of a single 
round. The first and initial phase explains the division of the 
plaintext in two equal subparts each having 32-bit and 
suppose both the subpart are known as Li and Ri. Then in the 
further step the Li XNOR with the subkey. The output of it 
can be called as wi. The output wi goes to the F-block where 
it is gone through certain steps and gain the output of the F-
block XOR with the Ri and in its output Li+1 is obtained. The 
wi directly goes to the Ri+1. And in the last step the proper 
jumbling operation takes place in order to obtained a more 
random ciphertext. The schema of the round is shown the 
figure 1. 

 

Fig. 1 Encryption Process of Proposed Cipher 

B. F Block 

It is simply a function block where actually the various 
operation takes place for the fulfillment of the confusion 
property. In this block the input is of 32-bit. From this 32-bit 
four 8-bit blocks are obtained and the first, third block is 
passed in the s-box  

 

Fig. 2. F Block  
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[Where the changing of the bit index is performed]. Then 
with these two blocks a 4x4 matrix is formed then it gets in 
column shift block. On the other hand, the left two subblocks 
is used to form another 4x4 matrix and passed in a row shift 
block and again it goes in the S-box. Then both the output 
reaches the modulo addition block and in the output 16-bit 
block is obtained and then by arranging it to 32-bit the final 
output is obtained for the F-Block. The architectures of the F-
block are shown in the figure 4. 
 

C. Key Generation Algorithm 

For processing the 8 rounds of iterations 32-bit subkey is 
required. And the subkeys are generated with the 256-bit of 
encryption key that is show in the figure 2. The procedure of 
the generation of subkeys is as follows: 

• The 256-bit main key is equally divided into 4 

subparts. Each subparts having the bit length of 64-

bit. 

• Each subpart is arranged in 8X8 Matrix form it is 

shown in the Figure 3. 

• In the next step the subparts are passed through a 

block known as m-box. 

• At the last step 64-bit subparts are further divided 

into two equal half 32-bit to fulfill the requirement 

of the subkeys for the round processing. 
 

 

Fig. 3 Subkey Generation 

 

Fig. 4 8x8 Matrix Block 

III. MATLAB BASED IMAGE ENCRYPTION 

Fig.5 represents the visual comparative study between the 
original medical image and its encrypted and decrypted 
counterparts. (α) shows the original image. Its encrypted 
image (β) shows a noise-like appearance without any 
recognizable structure thus, indicating effective confusion 
and diffusion properties of the proposed design making the 
image intelligible to attackers. In contrast (γ) represents the 
decrypted image which successfully reconstructs the original 
image without any degradation thereby verifying the 
reversibility process of the encryption and decryption of the 
proposed block cipher.  
The RGB histograms of the original medical image as 
depicted in Fig.6 (A)-(C) indicates a highly non-uniform 
distribution with prominent peaks due to natural images 
possessing significant statistical predictability. The 
histograms of the encrypted image shown in Fig.6 (D)-(F) on 
the other hand, represent a much uniform distribution for the 
red, green and blue channels at all intensity levels. This 
demonstrates that the encrypted image successfully conceals 
the statistical information of the original image making the 
design resistant towards histogram-based attacks.  
Fig.7 indicates the difference in values between the original 
and encrypted image with respect to entropy and correlation. 
The entropy of the original image is 6.0022 whose value rises 
to 7.5138 after encryption, the development indicating the 
high randomness of the encrypted algorithm making it 
immune to entropy-based attacks. Quantitatively the 
correlation reduces from 0.9450 in the original image to 
0.0936 in the encrypted image. 

 

           (α)                             (β)                              (γ) 

Fig. 5 (α), (β), (γ) depicts the Original, Encrypted and Decrypted version of 
the Medical Image. 

 

Fig.6 Original Medical Image Histogram for Red, Green and Blue 
components are depicted in (A), (B) and (C). Encrypted Image Histogram 

for Red, Green and Blue components are depicted in (D), (E) and (F). 
 

 

Fig.7 Correlation and Entropy values of Original and Encrypted Image 
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Fig.8 exhibits the adjacent pixels correlation analysis which 
has been done in horizontal, vertical and diagonal directions 
in order to assess its resistance against statistical attacks. It 
shows the distribution of adjacent pixel pairs on the original 
medical image where high linear correlation is observed 
across all the three-color channels. Fig.9 on the contrary, 
shows the corresponding distribution for the image 
encryption in the directions of horizontal, vertical and 
diagonal across the three-color channels where the pixel 
values are uniformly scattered resulting in near 0 correlation 
thereby ensuring that exploitation of statistical properties of 
the plaintext image by the potential attackers is prevented.                                                         

 

Fig.8 Adjacent Pixels Distribution of the Original Medical Image  

 

Fig.9 Randomly Chosen Adjacent Pixels Distribution of the Encrypted 
Medical Image  

 

Fig.10 demonstrates the correlation between original and 
encrypted medical image across the green channel. The 
original image shows a strong linear relationship among 
neighboring pixel values. Conversely, the encrypted image 
shows a random distribution indicating that the encrypted 
image is statistically independent of the plaintext image.  

 

Fig.10 Correlation comparison between original and encrypted medical 
image  

 

IV. RESULT AND DISCUSSION 

The proposed novel block cipher, Chakra-3 has achieved a 
compact design with an equivalent gate area of 1097.86 GE 
which has been evaluated using a 90 nm process technology. 
As illustrated in Fig.11, in comparison to several existing 
block cipher, Chakra-3 has attained a much lower area 
thereby making its simplified and optimized 8 rounds Feistel 
architecture beneficial. Chakra-3 has furthermore attained a 
throughput of 0.952 Gbps, thereby, marking the highest 
throughput among various existing lightweight block ciphers 
as shown in Fig.12, most of them remaining in the kilobit-to-
megabit range. With a maximum frequency of 119.05 MHz, 
it surpasses most reported lightweight ciphers, which 
typically operate only in the kilohertz to megahertz range. 
Moreover, achieving 867,489 kbps/kGE in hardware 
efficiency, the design sets a new benchmark, several orders 
of magnitude higher than many lightweight block ciphers. 
Fig.13 and 14 illustrates the comparison of frequency and 
hardware efficiency with the existing block cipher 
algorithms.  

 

Fig. 11 Comparative Evaluation of Area with Existing Cipher   

 

Fig. 12 Comparative Evaluation of Throughput with Existing Cipher   

 

Fig.13 Comparative Evaluation of Frequency with Existing Cipher 
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Fig. 14 Comparative Evaluation of Hardware Efficiency with Existing 
Cipher 

V. CONCLUSION 

This paper has presented an area optimized novel FN-based 
architecture, Chakra-3 which caters to the urgent requirement 
for reliable and secure encryption in resource-constrained 
devices. The proposed design will lead to significant 
reduction in cost with its lightweight nature. Its superior 
frequency, throughput, and efficiency metrics as compared to 
several existing lightweight block ciphers, along with the low 
chip area of 1097.86GE which was achieved using a 90 nm 
process technology, establishes it as one of the most effective 
lightweight cipher implementations to date. Therefore, the 
new introduced design can be a strong alternative to other 
well-known block ciphers for providing security for IoT-
based resource-constrained devices. The MATLAB-based 
implementation of Chakra-3 also confirms the feasibility of 
this design. Furthermore, comprehensive security analysis of 
the proposed design by analyzing its security and resistance 
against various advanced cryptanalytic attacks will be 
considered for future research aspect. 
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