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Abstract

Hallucination in large language models (LLMs) refers to the ability to generate coherent but factually incorrect text that is not
source-verified and sufficiently logically justified. This problem is caused by the probabilistic nature of sequence modeling and the
limitations of the Transformer architecture. If not addressed in high-risk areas such as medicine, law, and autonomous vehicles,
hallucinations can negatively affect the reliability, safety, and trustworthiness of users. The current chapter offers a comprehensive
review of the theoretical bases, typologies, causes, assessment strategies, and solutions to the problem of hallucination. One of
the key contributions of this chapter is the development of a diagnostic framework that associates sensitivity to the prompt, the
intrinsic properties of the model, and hallucinations.
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Introduction

LLM Hallucinations should not be considered mere computer bugs since LLMs have been developed to predict the most probable
sequence of words. Thus, it is normal for them to drift away from reality occasionally. This means that LLMs can produce coherent
and confident responses that are not based in reality. When applied in critical industries like healthcare, law, and finance,
hallucinations in LLMs pose serious risks of medical mistakes, legal repercussions, and financial damage. To ensure the safe use
of LLMs, it is therefore necessary to shift focus from zero-error performance to effective hallucination detection and multi-layered
mitigation techniques like Retrieval-Augmented Generation (RAG), the incorporation of structured knowledge, and ongoing
human monitoring (Lakera, 2025).

The implications of unmitigated hallucinations are particularly evident in critical domains where the integrity of information is
critical.

» Healthcare: The creation of deceptive medical information, such as erroneous medication dosages or outdated medical
treatment protocols, poses a direct threat to patient safety. Moreover, the use of fabricated citations in Al-based systematic
reviews may also impinge upon the integrity of medical research (Kim et al., 2025).
» Law: There are known cases of lawyers being penalized for using Al-based legal document submissions that included
deceptive citations of medical cases and non-existent legal precedents, thus impinging upon the integrity of the judicial
system (Deloitte, n.d.).
» Autonomous Agents: In the case of Al systems that interact with the physical world, inaccuracies in information may have
direct implications for safety. “Tool Calling Hallucinations,” where an agent invents parameters for an API call, may also lead to
incorrect action sequences with potentially disastrous consequences.
This chapter presents a structured analysis of hallucinations in Al systems by categorising their forms, examining their theoretical
and practical causes, and reviewing existing evaluation and mitigation approaches. In addition, the second portion presents a
theoretical model that accounts for why such errors happen to them. It stresses the importance of understanding the design
theory inherent in the framework itself, along with the limits placed upon any specific instance of reality perception (such as
hallucination) by that framework if one wants to measure the phenomenon properly.

Foundations Of Hallucination In Ai Systems

This section explores the theory of how hallucinations function as inevitable outcomes of Al technologies and training approaches
- moving beyond definitions of hallucinations. These theoretical foundations are important because they help us understand why
hallucinations are a management issue, rather than simply an issue of eliminating them.

Formal Definition

“Hallucination” in Al systems can be defined formally as the creation of new content that is not only factually false but also
irrelevant/unsupported by any of the source materials or logically inconsistent, despite having a fluent and coherent presentation.
Hallucinations include everything from simple factual errors (e.g., incorrect dates or facts) to producing new, non-existent (and
often complex) entities/data. There are several key distinctions to make here; hallucinations may be confused with a related (but
different) phenomenon known as “Bias” (the presence of a persistent representational skew, which may not involve factual errors);
with “noise” (the presence of unpredictable, stochastic randomness); and with “Model Uncertainty” (the level of certainty that
exists when predicting future events based on historical examples), but all of these phenomena can occur together as contributing
factors to the creation of “hallucinated” content (Palo Alto Networks, n.d.).
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