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Abstract—In this paper, a critical review has been conducted to address the knowledge gap behind implementing the traditional
data tracking system instead of using cloud-based technologies. The focus is on blockchain technology, which has emerged as a
highly promising cloud-based technology with high potential. The fundamentals and superiority over traditional systems of this
technology are documented here. The two key challenges that are hindering the adoption of such technology in developing countries
in recent times are data piracy and different cyber-attacks which can be overcome using cybersecurity remedies. Additionally, a
framework was studied and presented consisting of one hashing algorithm (SHA-256) and an encryption algorithm (RSA),
implemented to store the transaction details of bitcoin which could help to secure data and safeguard it from any kind of piracy or
unknown decryption.

Keywords—Cryptocurrency, SHA-256, RSA, Merkle tree, Hash

I. INTRODUCTION

The most promising data-storing technique in recent times is cloud-based technology. In this system, data is stored in the
cloud and encrypted using various algorithms, preventing unauthorized access and intervention [1]. Blockchain, a leading
cloud-based technology, is an organized database of entrenched records called blocks which are encrypted using cryptography.
These blocks form a chain as a linked list where each block is a record book containing details of tasks in enciphered form
which can be data, assets, or transaction history of any cryptocurrency along with the hashing address of the previous block [2].
However, data piracy is one of the most significant problems of this system arising across the globe in recent times. It revolves
around unauthorized interventions on data leading to copying, manipulation, monitoring, and distribution of data or a piece of
digital information without proper access to the owner [3]. Cybersecurity is one troubleshooting way to secure the
interconnected networks among these blocks and encrypted data from unknown and unauthorized access. It comprises scientific
methods and layers of encryption to maintain the uniqueness and integrity of data [4].

In this theoretical study, Aguilar et al. critically analyzed the common threats specific to blockchain technologies, including
51% device attacks and various smart contract vulnerabilities. They emphasized various blockchain security schemes
encompassing different encryption algorithms and other service protocols [5]. Rathore et al. designed a novel framework
encompassing blockchain technology with deep learning algorithms for real-time identification of threats, including data
piracy, and proposed a framework to enhance extensive security in Industrial Cyber-Physical Systems (ICPS) [6]. Zhuang et al.
critically surveyed the cybersecurity problems faced in smart grid systems, including duplication and unknown tampering of
data leading to data manipulation, and hence included blockchain technology to ensure proper and secure data management [7].
Patil et al. critically compared the performance metrics including encoding and decoding speed, size of keys, and security level
of various encrypting algorithms like Data Encryption Standard (DES), Advanced Encryption Standard (AES), and Rivest-
Shamir-Adleman (RSA) ensuring cybersecurity [8]. Kumar et al. integrated blockchain technology with the Interplanetary File
System (IPFS) to create a novel framework for proper data storage ensuring proper authorization and securing the
interconnected network [9]. Porkodi et al. formulated a conceptual framework that united the Internet of Things (IoT) and the
blockchain technology to ensure reliability and centralized control over secured data [10]. N. Gupta examined specific attack
vectors causing severe threats to data in blockchain technology such as double-spending and Sybil attacks and formulated
different consensus algorithms like Proof of Work (PoW) and Proof of Stake (PoS) [11]. Sharma et al. critically analyzed the
overview of the fundamental concepts of cryptocurrencies and the importance of blockchain technology in ensuring
transparency and security [12].

In this paper, blockchain technology and cybersecurity were deeply reviewed based on their importance, features with
probable attacks, and remedies. Also, a parallelism between blockchain technology and cybersecurity was critically analyzed
with the help of two cutting-edge algorithms viz, (1) Secure Hash Algorithm-2 (SHA-256) to encrypt the stored data and (2)
encryption algorithm (RSA) to generate a pair of private and public keys.
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Offering a forward-thinking perspective, the book explores
how unexpected global events—like pandemics and
geopolitical crises—are influencing financial systems, and
how emerging technologies, such as artificial intelligence,
blockchain, and digital currencies, are disrupting traditional
financial models. It explores a fresh perspective on how
financial institutions, investors, and policymakers can adapt
and thrive in an environment where change is the only
constant. The book also emphasizes the importance of
sustainability, demonstrating how responsible investment
practices and ESG considerations are becoming central to
the future of finance.

Part of the Contemporary Management Practices series, this
book is for anyone interested in understanding the complex,
fast-changing world of finance—whether a student,
professional, or simply someone curious about how
technological and economic forces are shaping the financial
systems that impact us all. It will be of interest to those
working with finance, economics, business, Sustainable
Finance or ESG Investing, Financial Technology (Fintech),
Advanced Financial Markets, Technology and Innovation in
Financial Services, Sustainable Finance and Investment,
Global Financial Systems and Crises, Risk Management and
Financial Resilience.
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