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Abstract. Keystroke dynamics is a new security enhancement approach.
It relies on identifying users with respect to their distinct typing patterns.
However, while many are still familiar with those traditional password-
based systems, they are becoming more vulnerable to different types of
attacks, pointing out how these systems are getting out of date. Behav-
ioral biometrics used by keystroke dynamics includes dwell time, flight
time, typing speed and some other factors. The reliability of keystroke
dynamics for user authentication is evaluated in this study through the
use of machine learning algorithms. Using Random Forest algorithm, we
achieved excellent accuracy of differentiating users based on their typ-
ing behavior, which may be useful for practical applications. Keystroke
dynamics presents a low cost, user friendly and innovative option to im-
prove security of accounts. This can bring about a true paradigm shift
in authentication systems by spanning multiple devices while enhancing
security and additionally resisting attacks.
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1 Introduction

Nowadays, user accounts protection is one of the most important challenges to
face in the digital environment. A popular technique to use is the passwords, but
it is not very efficient when it comes to security. You can begin with phishing,
brute force, or even shoulder surfing could be exploited to hack them [1]. That
is why, there are spirits that researchers are to improve the ways of user data
protection and one of such methods is behavioural biometrics[2] [3]. Keystroke
dynamics is the most promising technique among the mentioned techniques. It
operates on aspects to do with typing, for example the amount of time a typist
spends on a key (dwell time), the amount of time between key presses which
is known as flight time and the enter-key press time[4] .From such patterns,
one can be able to verify users by their normal typing patterns.The purpose of
this research is to analyse to which extent keystroke dynamics can be effective
for user authentication[5]. Then, it divides the concepts on which it is based,
describing the characteristics that can be extracted from typing behaviour and
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the methods applied to examine them[6]. The aim is therefore to identify the
advantages and disadvantages of this method. Thus, knowing what does and
does not work, we are on the right path to creating more reliable, less complex
means of authentication which are vastly superior to conventional passwords[7].

2 Literature Review

User authentication on the basis of keystroke dynamics has attracted much re-
search interest in the recent past because of the claims that it provides a low
intrusiveness,low cost and high accuracy way of identifying users[7]. Keystroke
dynamics deal with other parameters involving typing including the dwell time,
flight time, typing rate and tempo[3]. These patterns are always private to the
user and do not change and therefore they are good for user identification[5].
A work presented a review of keystroke dynamics and considered it a promis-
ing technique for the identification of biometric systems[7][8], and put forward
some problems also, such as the differences of using keystroke dynamics be-
cause of the mood, health, and environmental condition of the user. The study
also underlined that algorithms for detecting such accounts in the environment
should contain high-performance characteristics and be suitable for recognising
real users and impostors depending on various parameters[9][10].
The process of keystroke dynamics authentication involves three critical stages:
gathering of data, pre-processing and finally figuring out which bin the new data
fits into[8]. In data acquisition, typing data is mostly recorded, preferably from
a keyboard or another device. Feature selection is aimed at selecting those fea-
tures, which can be discriminative. We have to select features like dwell time,
flight time and errors and other essential patterns[4][7]. Last is the classification
where further analysis of features extracted is conducted in an aim of identify-
ing legitimate users from the impostors[10]. Later, it performed a comparative
assessment of several anomaly-detection algorithms for keystroke dynamics and
pointed to the two main difficulties associated with imbalanced data that might
result in biased operation[11]. Realizing this pre-pandemic was crucial in showing
that even with the best of intentions, identification callers require solid metric
and benchmark structures in order to become properly insured that they are
being fairly and accurately authenticated in their place of work[8][11].
Advancement in keystroke dynamics research has dramatically shifted in the
past few years majorly due to the contribution of machine learning[12]. Kinds
of classifiers that have been used to boost classification accuracy are the Sup-
port Vector Machines (SVMs), Decision Trees, Neural Networks (NNs), Deep
Learning models[12]. For example, Revett presented a statistical approach for
keystroke dynamics based on bioinformatics techniques[13]. Later, experiment
with deep learning approaches to show that most sophisticated models could
learn minor differences in typing style, enhancing the effectiveness of the au-
thentication system[14]. These findings make it necessary that one chooses ap-
propriate machine learning models based on keystroke data characteristics [13].
Keystroke dynamics can be practiced in two basic modes, namely static and
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continuous authentication[9]. Static authentication authenticates the users occa-
sionally like at login while continuous authentication observes typists constantly
in a session to ensure they are genuine [15] [2]. Static authentication mechanisms
and their threat were studied by Monrose and Rubin who underlined the need to
include keystroke dynamics into multi-factor applications [16]. The other is con-
tinuous authentication that provides a higher level of security since the user’s
identity is constantly being verified[17]. A paper provided evidence of such a
technique in practice showing that continuous monitoring is useful in identifying
session hijacking and any other unauthorized access session [18].
Nevertheless, keystroke dynamics has several problems. Typing, behaviour, and
nervousness affect typing naturally; for example, one’s emotions, health, or equip-
ment used affect system results. To overcome this problem, showed how normal-
ization can reduce the impact of variability. One drawback is the threat that
relates to spoofing attacks when an attacker tries to emulate the typing pattern
of a legitimate user. To this they suggest integrating keystroke dynamics with
other biometric modalities including voices or fingerprints to act as backup in
case the other fails to identify the user appropriately[19].
Keystroke dynamics as a technique of user authentication is also in demand be-
yond traditional computing contexts. For example, where the use of the keypad
for example in smartphones and tablets poses some interesting possibilities and
problems for keystroke dynamics[20]. Since typing behaviour is done on small
touchscreens, it may not be as efficient as typing on a full keyboard hence re-
quiring new methods of acquiring data and features [21]. An author examined
some limitations of using keystroke dynamics on mobile devices, such as; the
screen size and the position of the user while typing, as well as the usage of
touch screen or soft keyboards. The study also pointed out that there is a need
to focus on such characteristics for purposes of designing algorithms that will be
able to handle such disparities with high degree of efficiency [21]. Further, stud-
ies have been made to define a fusion of keystroke dynamics with other forms
of behaviour and physical characteristics, for instance mouse dynamics or touch
screen gestures for enhancing the reliability of the authentication systems. Such
a multi-modal approach seems to propose certain advantages over keystroke dy-
namics, for instance, it is vulnerable to the so-called spoofing attacks or variable
typing behaviour [22].

3 Methodology

This research uses a methodology that would effectively capture and analyze
keystroke dynamics for user authentication. We define it as feature extractor,
data preparation and application to machine learning models.

3.1 Key Terminologies and Feature Extraction

Feature extraction of typing behavior reveals individual characteristics of typing
behaviours, which is unique. Key features include [23]:
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– Hold Time: It measures functionalities of calibration duration while a key is
pressed. It mirrors an experience: Younger typists, or those with fewer levels
of typing speed, or a combination of the two, have longer hold times than
more experienced ones, so that they do not have the same rhythm.

– Keydown-Keydown Time: It does its magic by calculating the next interval
between two key presses and showing you how fast you are typing and how
all warm. Typists who have longer intervals between inputs and those with
shorter ones between inputs are slower typists and faster typists respectively.

– Keyup-Keydown Time: Cycles the number of milliseconds from the release
of the 1st key until key down another. Hand-eye coordination though, it’s
actually deliberation, which is to say typing complex passwords.

– Typing Speed: It runs the time for typing sequences and aggregates it, by
counting hold time and keydown-keydown time onto each of them, and how
efficient the typing is.

– Error Rate and Corrections: Two aspects of error frequency and correction
behavior are analyzed to examine their impacts on user confidence and con-
tent familiarity.

– Flight Time: Both variance in finger movement and keyboard familiarity
gives time between release of one key and press of the next.

– Pressure Applied: Although this didn’t collect these measurements, the mod-
ern keyboards can also measure key pressure, providing us with more tells
about physiological differences.

3.2 Machine Learning Models

Various supervised learning algorithms were used in this study to classify users
based on keystroke dynamics, with a focus on scalability and non linear pattern
handling [12].

– Logistic Regression[39]: A linear model with a sigmoid function to predict
probabilities is used. It is fast and interpretable, but it lags behind in non-
linear data which prevents its use in keystroke dynamics.

– Random Forest [37]: An Ensemble method which is multiple decision trees
combining predictions in order to have robust performance. It’s got nonlinear
interactions, it keeps you from overfitting, and it’s got some nice feature
importance metrics, so yeah, that’s your go to.

– Support Vector Machines (SVM) [35]: SVM provides an effective solution
in high dimensional spaces and found non linear decision boundaries using
kernel functions. However, it can capture complex patterns well, but it is
computationally intensive with a good deal of parameter tuning.

– K-Nearest Neighbors (KNN)[38]: A simple proximity based classifier. It’s
easy to understand, but computationally expensive for large datasets, and
dependent on choices of neighbors and distance metrics.

– Naive Bayes [36]: An assumption of feature independence in a probabilistic
model. This simplification enables computationally efficient application for
high dimensional data while it worked well for uncorrelated features.



User Authentication Keystroke 5

– Gradient Boosting [40]: It is effective for those datasets that have low ratio,
or noises, considering weak learners progressively and combining them to
minimize errors. But it is computationally intensive and sensitive to param-
eter tuning.

4 Dataset Preparation

4.1 Data Collection

A custom desktop application used to intercept keystrokes, recording parameters
such as keypress rate and duration, was then used to collect the data. Partici-
pants typed stereotype phrases to reflect real behavior in genuine samples, while
imposter samples included participating actors typing to reflect attack scenarios
to increase data realism [24].

4.2 Data Cleaning and Augmentation

– Data Cleaning: The missing values, noise and outliers are removed. To ef-
fectively maintain dataset integrity, users with abnormally high errors or
patterns were excluded.

– Data Augmentation: To increase dataset diversity and facilitate models to
deal with varying and natural typing like fatigue or distraction, we perturb
features like keydown, keydown time, and hold time [25].

4.3 Integration and Merging

Different sources of participants and sessions were joined together, shuffled, ran-
domized to avoid temporal bias. To ensure representative training and testing
sets, this step was taken .

4.4 Format conversion and Normalization

Min-Max scaling was used to normalize features to normalize all variables onto
a common scale, improving model convergence [26]. To fit into machine learning
tools, the dataset was converted to CSV format.

4.5 Public Datasets

To supplement in house data, public datasets, such as MEU-Mobile KSD 2016,
were incorporated to add in demographic diversity [27].Compared across studies,
this approach improved model generalizability and enabled validation.
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5 Performance Analysis

5.1 Feature Correlation Analysis

Features with high positive correlations strongly influence the target, while neg-
atively correlated features have an inverse relationship(Fig 1).

Fig. 1: Correlation of features with the target variable

Features with near-zero correlations have minimal impact and can potentially
be excluded, aiding in efficient feature selection for model development.

5.2 Key Observations

Performance analysis evaluates the effectiveness of the chosen machine learning
models. The models were tested on multiple metrics: accuracy, precision, recall,
and F1 score. The results are summarized in the table below:

Algorithm Accuracy Precision Recall F1 Score

Random Forest 92.48% 93.29% 92.48% 92.49%
KNN 63.81% 71.22% 63.81% 64.15%
Naive Bayes 69.06% 74.14% 69.06% 69.67%
Gradient Boosting 80.94% 83.96% 80.94% 81.18%

Table 1: Performance metrics of different machine learning algorithms

The key observations are:
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1. Using its ensemble approach to model such complex, nonlinear relationships
in high dimensional data such as keystroke dynamics [28], Random Forest
developed an accuracy of 92.48%. Averaged results reduce overfitting and
provide robust to robust and generalized results.

2. Feature engineering was critical to the realization of this solution since met-
rics such as Hold Time and Keydown Time were very effective in distinguish-
ing the users based on representation of unique, non replicable behavioural
traits [29].

3. Model Comparisons:

– Logistic Regression: It struggled with the nonlinear data.
– SVM: The nonlinear boundaries were managed at a high computational

cost.
– KNN: It is not so good with a high dimension of data and less sensitive

to feature scaling and parameter tuning.
– Naive Bayes: Poor performance was obtained on interdependent features

as in typing rhythm, due to independence assumptions simplification.
– Gradient Boosting: However, it iteratively reduced classification errors,

but was not as robust to noisy data.

4. The data was split into ten folds to train and test, and 10 fold cross validation
ensured robust performance. The use of this approach avoided overfitting
risk, promoted consistent parameter tuning, and evaluated model general-
ization for practical use [30].

5. Random Forest’s nature of an ensemble, feature importance, scalability and
work with high dimensional datasets makes it a good fit for deployment
in secure applications such as banking and government services [31]. It has
performance and adaptability ensuring that it supports continuous authen-
tication systems.

6 Discussion

This paper shows that keystroke dynamics are feasible, yet fraught, for enabling
user authentication, and discusses the performance metrics, feature importance,
and practicality for supporting such an application.
User’s key unique behaviors including motor skills, typing speed, and hand-eye
coordination can be effectively captured by key Hold Time, keydown-keydown
Time, and keyup-keydown Time features in order to differentiate users accu-
rately. Behavioral diversity metrics such as Typing Speed and Error Rate add
further, however they demand more advanced feature engineering.

– Model Performance: The accuracies achieved by Random Forest (92.48%)
were due to the fact that it is capable of handling nonlinear data while
reducing overfitting. SVM worked well with nonlinear kernels but took a
long time to compute, KNN and Logistic Regression worked poorly. As with
Gradient Boosting, we also saw that it was able to perform well, although
less robustly to noise [32].
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– Limitations: Generalizability is limited by a small dataset size and diver-
sity. Datasets must be expanded to deal with varying demographics, key-
boards and multiple languages. It remains challenging to simulate realistic
impostor behavior and require advanced techniques. Typing behavior was
not addressed for external factors such as device type, environment, and
user fatigue.

– Ethical Considerations: Keystroke dynamics are non intrusive and cheap,
but they pose privacy concerns as they may accordingly tell on user infor-
mation. Adding techniques such as homomorphic encryption and differential
privacy can mitigate risk [33]. As a way to augment security and usability,
keystroke dynamics is added to other biometrics combined in multi factor
authentication systems.

7 Conclusion and Future Scope

Despite these challenges, keystroke dynamics holds significant promise as a user
authentication method. Its non-intrusive nature, ease of implementation, and po-
tential for continuous user verification make it an attractive option for various
applications, including access control, online banking, and mobile device security
[33]. Future studies should build enhanced keystroke authentication formats that
shield from multiple security threats. The Internet of Things and cloud comput-
ing offer many chances for research on keystroke dynamics technology. Building
systems that use keystroke dynamics authentication requires careful study of
ethical issues and privacy concerns to maintain proper functionality [34].
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