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Abstract:
Digital Microfluidic Biochips (DMFB), famous for their low manufacturing cost and high responsiveness, have shown
vulnerability to actuation sequence tampering attacks with the motive of manipulating assay results. Broadcast
addressing is a specialized pin-mapping scheme whose highly programmable nature can be leveraged to expose the
effect of stealthy actuation tampering attacks via networks. State-of-the-art research producing tamper-resistant
outcome do not ensure feasible wire-routing. Moreover, higher electrode switching activity degrades reliability of a
biochip. There must be a codesign considering all these design, security, and reliability issues together for attaining
safe and potential deliverables. As per our knowledge, this paper introduces the first pin-mapping method for broadcast
addressing biochips addressing the problems of tamper-resistance, wire-routing, and switching toggles. Experimental
results show that our method improves the design significantly in terms of well-known tamper-resistance metrics,
provides a pin-mapping solution with feasible wire-routing, and potentially reduces switching toggles which in turn
enhance reliability of the chip.
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I. Introduction
COVID-19 has revealed weaknesses in remote healthcare systems. High cost and large size limit lab equipment
access in underdeveloped areas. Limited availability of biological samples is another problem. Innovations in the
past two decades like Digital Microfluidic Biochips (DMFB) can potentially reduce this diagnostic gap in the post-
COVID era [1] since various bioassays can be executed on a DMFB maneuvering discrete droplets, requiring
much less cost, space, and time. The market for DMFB is expected to reach $12.3 billion by 2025 [2]. A DMFB [3],
[4] is a two-dimensional grid of square electrodes (made of Indium Tin Oxide) integrating different modules, like on-
chip reservoirs (for storing biochemical samples, reagents, and buffer fluids), ports (for dispensing and discarding
droplets), optical detectors, electrophoresis device, and so on. Bioprotocols or assays are performed through some
fundamental operations like droplet mixing, splitting, optical detection etc., where the underlying principle is
droplet-transportation through electrowetting-on-dielectric. For supplying external voltage to the electrodes, a
direct-addressing biochip requires individual pin for each electrode, while a pin-constrained biochip connects many
electrodes to a common pin becomes cost-effective. However, the reduction of pins reduces the freedom of droplet
movement.
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