Graph-Based Approaches in Cybersecurity: A Comprehensive Survey | ... https://link.springer.com/chapter/10.1007/978-981-96-1348-9 35

SPRINGERNATURE Link Login

= Menu Q search T cart

Home > Smart Systems and Wireless Communication > Conference paper

Graph-Based Approaches in Cybersecurity: A
Comprehensive Survey

| Conference paper | First Online: 18 April 2025

| pp465—-477 | Cite this conference paper

Smart Systems and Wireless

W ¢ M‘ﬂ . .
Smart Systems communlcatlon

and Wireless

Communication

L (SSWC2024)

D springer

Uttaran Ghosh 9, Aditya Paul, Darothi Sarkar, Monalisa Dey & Prithwineel Paul

ﬂ]Q Part of the book series: Smart Innovation, Systems and Technologies ((SIST,volume 433))

€3 Included in the following conference series:
International Conference on Smart Systems and Wireless Communication

5] 179 Accesses

Abstract

For the ever-expanding threat cybersecurity needs some advanced methodologies for threat

detection, vulnerability, assessment, and incident response. This comprehensive survey

10of9 14-08-2025, 16:44


https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Uttaran-Ghosh
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Uttaran-Ghosh
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Aditya-Paul
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Aditya-Paul
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Darothi-Sarkar
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Darothi-Sarkar
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Monalisa-Dey
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Monalisa-Dey
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Prithwineel-Paul
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Prithwineel-Paul
https://link.springer.com/series/8767
https://link.springer.com/series/8767
https://link.springer.com/conference/sswc
https://link.springer.com/conference/sswc
https://link.springer.com/
https://link.springer.com/
https://idp.springer.com/auth/personal/springernature?redirect_uri=https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35
https://idp.springer.com/auth/personal/springernature?redirect_uri=https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35
https://idp.springer.com/auth/personal/springernature?redirect_uri=https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35
javascript:;
javascript:;
https://order.springer.com/public/cart
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
https://order.springer.com/public/cart
https://order.springer.com/public/cart
https://order.springer.com/public/cart
https://order.springer.com/public/cart
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Uttaran-Ghosh
https://link.springer.com/chapter/10.1007/978-981-96-1348-9_35#auth-Uttaran-Ghosh
https://link.springer.com/
https://link.springer.com/
https://link.springer.com/
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9
https://link.springer.com/book/10.1007/978-981-96-1348-9

Graph-Based Approaches in Cybersecurity: A Comprehensive Survey | ... https://link.springer.com/chapter/10.1007/978-981-96-1348-9 35

paper explores the pervasive role of graph-based approaches in fortifying cybersecurity
measures. The survey begins with navigations through the landscape of intrusion detection
systems (IDSs) that leverage algorithms like PageRank. The paper elucidates how threat
intelligence graphs enhance the understanding of cyber threats by modeling relationships
between threat indicators. Furthermore, the survey investigates the vital role of Graph-
Based Approaches in Cybersecurity assessment. It examines attack surface analysis and
dependency mapping, elucidating how these techniques prioritize security efforts by
identifying critical entry points and assessing the impact of potential vulnerabilities. The
integration of blockchain technology with graph theory is discussed. The survey paper also
explores real-world applications, comparative studies, and the challenges faced in deploying
graph-based cybersecurity approaches at scale. In summary;, this survey paper offers a
panoramic view of the graph-based approaches employed in cybersecurity. It illuminates
the strengths, limitations, and real-world implications of these methodologies, providing a
valuable resource for cybersecurity practitioners, researchers, and policymakers navigating

the complex and dynamic landscape of securing digital ecosystems.
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