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Abstract. Since the dawn of Internet, we have been able to do so much more work
in a fixed amount of time. As time passed, the technologies involved became faster
and more efficient in transmission and processing of data. Nowadays important
information’s like banking details and passwords are saved digitally within a com-
puter. As more and more people are using internet for communication and other
requirements, they are becoming vulnerable to cyber-attacks. Safety and security
of personal data has become utmost priority at this point. Tools like steganography
become useful in this regard.

We will be looking at a coverless image steganography method leveraging
pixel gradient analysis to securely embed data into synthetic images. The pro-
cess utilizes StyleGAN2 with Adaptive Data Augmentation (ADA) to generate
synthetic images. This method focuses on RGB images, splitting them into their
respective R, G and B channels and further subdividing the images layers into
smaller cells. Every cell is used to map a particular portion of the secret informa-
tion. Since this technique uses mostly mapping and only requires modification,
when necessary, the amount of data that gets changed or manipulated is very
less. The technique ensures minimal changes to the image, keeping modifications
below 2 values every 9 values in the worst case. The proposed method can be
highly scalable and secure solution for hiding large amounts of data without draw-
ing attention, as it doesn’t modify the image’s visibly distinct features. It proves
robust against steganalysis tools and offers higher capacity and security compared
to prior models, making it an ideal approach for covert data transmission.
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